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Ensure HIPAA Compliance

EHR 2.0 Mission

To assist healthcare organizations and
business associates to develop and
Implement practices to secure IT systems
and comply with HIPAA/HITECH
regulations and MIPS program.
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Project Objectives

v Assessing the risk of patient data and deployment of on-premise applications

v Perform a risk assessment and assess the compliance of patient data
services and implementation of different services

v" ldentifying responsibilities and controls for applications
v Understand available controls on how to implement and configure them to
manage security and compliance with applicable regulatory requirements

especially HIPAA/HITECH

v’ Offering implementation guidance to help accomplish the business objectives,
tasks and better manage the risks



Proposed Security
Risk Analysis Process

1. Identify patient data flow 6. Implement Corrective
and determine the scope Measures (Client)

4

5. Sign-Off and
2. HIPAA/HITECH Project Closure

Assessment by using the
EHR 2.0 Consulting Team

3. Review and Verify

SRA Analysis Report 4. Documentation, Training
(EHR 2.0) and Reasssesment
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Deliverables

ePHI Inventory Sheet

v~ Scoping and Profiling
Security Risk Analysis Report

v" Vulnerability assessment
HIPAA/HITECH Assessment Report
Risk Management Plan
Customized Policies and Procedures
Online User Training
Executive Summary Report
Portal Access

We provide audit support/guarantee for all our consulting customers
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Online Portal to Manage Deliverables =

Packaged in one container

« Simple and easy to use web-based
tool

« Covers HIPAA Security and Data
breach requirements

« Content continuously updated to
Include new requirements

* Pre-populated solutions to track
exposures, prioritize security risks,
develop mitigation plan

« Continuously evaluate and update
plans

« Download, print and/or store reports
in portal

HIPAA/HITECH Assessment
Inctuces Privacy. Securty, and Breach Rutes

V|
1 Security Risk v HIPAA/HITECH
_] Assessment _] Assessment
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Online Portal to Manage AN

Deliverables... Contd.
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Welcome to Updated

Online Security Awareness
HIPAA/HITECH

Compliagce Awareness Tr a.l n I n g fO r Staff
6 Modules
Training log

]
o> A

.
» Customizable
HIPAA/HITECH General Security Mobile Device
Overview Awareness Security
Module 4 Module 5 Module 6
oy, 0 Y B>
: \
3 FP
g S22 | T 2
» 3 L e 4 -
Social Media Data Breach Assessment

Compliance Response Questions

Categories that may

nt a higher degree of security in an electronic system are:

Si

- Substar cy
- Abortion, family pla

lef cords
and genetic testing records

Health Care Data Breach Risk E!“‘zo On | | n e Data B reaC h Rl S k

Assessment Tool
. .

Disclaimer: This tool has been provided for informational purposes only and is not D et e r I I l I n at I O n I O O I

intended and should not be construed to constitute legal advice. Please consult your

attorneys in connection with any fact-specific situation under federal law and the

applicable state or local laws that may impose additional obligations on you and your ) S t H I E H D t

sigony UppPorts TEC ala

* Required documentation
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Scan Results

Online Portal to Manage

Contd
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Report Summary

User Name: Srini Kolathur

Login Name: ehr2ps1

Company. EHR 2.0

User Role Manager

Address: 2 Davis Drive PO Box 12076

City: Durham

State: North Carclina

Zip 27708

Country: United States of America

Created 017252015 at 08:36:24 (GMT+0530)
Launch Date: 01/25/2015 at 07.09:32 (GMT+0530)
Active Hosts: 1

Total Hosts: 1

Type: ©On demand

Status: Finished

Reference: scan/1422149960.67225

Extemal Scanners: 64.39,103,158 (Scanner 7.12.34-1, Vulnerability Signatures 2.2.920-3)
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Policy and Procedure
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ualys Vulnerability

ssessment

e Scan your external facing
network

* Prioritize Risks

Customized Policies

and Procedures

« Covers all key policy areas

« Security and Breach
olicies
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Next Steps

. Review proposal

. Questions, concerns and feedback

. Finalize purchase order

. Schedule initial calls with the technical team

. Project plan and deliverable timeline will be
shared upon further discussion

. Portal setup and schedule training for
consultants
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Contact Us

E-mail: info@ehr20.com

Phone: 1-866-276 8309

© 2018 EHR 2.0. All rights reserved. Reproduction or sharing of this content in any form without prior written permission is strictly
prohibited.






