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About Us
databrackets is committed to safeguarding organizations from cyber threats and ensuring their business 
continuity in adverse situations. We believe every company deserves to be protected against cyber 
challenges by reducing their overall risk, including vendor-related risks. Our approach incorporates 
compliance frameworks, security standards and regulatory requirements to drive investments in 
security technology, employee training, and strong cyber hygiene practices. Our services include a                      
self-assessment platform and consultation with certified security specialists.
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Overview

DIY PLATFORM
DIY assessments, employee 
training, customized policies 
& procedures and much 
more…

CONSULTING
Professional services 
to help you with your  
Compliance needs

MANAGED SECURITY
Managed compliance and 
security services that focus on 
your key business outcomes

We assist organizations in 
developing and implementing 
practices to secure sensitive 

data and comply with 
regulatory requirements.
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All Services

• HIPAA, Staff Training
• MIPS (Security Risk Assessment)
• 21 CFR Part 11 (FDA)
• OSHA (Healthcare), Staff Training
• Vendor Risk Assessment
• ISO 27001 Certification
• ISO 27701
• SOC 2 Readiness Prep
• NIST Cybersecurity Framework (CSF)
• NIST 800-53
• NIST 800-171, Staff Training
• CMMC 2.0
• ITAR
• SANS Top 20
• CIS Controls & Benchmarks

• CIS AWS / Azure / Google Benchmarks 
• CIS MS 365 Foundations
• CAIQ Cloud Security Alliance
• FERPA, HECVAT
• PDPA (Thailand)
• OWASP Top 10
• PCI DSS
• GDPR, Staff Training
• CCPA, PIPEDA
• SAMA Cybersecurity Framework
• NYDFS, GLBA
• FTC Safeguards Rule
• Security Awareness Training
• Phishing Awareness Training
• Customized Assessments / Training

Compliance Tools - DIY / Consulting / Hybrid  
• Security Risk Assessment
• Pen Testing
• Vulnerability Assessment
• Threat Intelligence
• SOC & SIEM
• Security Incident Management
• Dark Web Monitoring
• vCISO
• Vendor Risk Management

Managed Security

• Audit Support As A Service
• Security Tech Consulting
• Staffing Cybersecurity Job Roles
• IT Audit

Other Services
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VAPT Objectives

• Comprehensive security testing

• Discover vulnerabilities of web & mobile app, internal, external network and other systems

• Assist in meeting compliance requirements of Customer SAQ, PCI, GDPR, etc.
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Background

2 distinct objectives:

• Vulnerability assessment tools discover which vulnerabilities are present

• A penetration test attempts to utilize the vulnerabilities in a system to determine if any 
unauthorized access or other malicious activity is possible and identify the threats. 
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Vulnerability Assessment Areas

• External network infrastructure
• Internal network infrastructure
• Web/Mobile Applications
• Servers and systems where data is processed
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Penetration Testing Areas

• Black Box Penetration Testing

Review of vulnerabilities that could be exploited 
by external users without credentials or the 
appropriate rights to access a system 

• White Box Penetration Testing

Protection from internal threats and ensures that 
internal user privileges cannot be misused. 

 Web Application Penetration Testing
 Mobile Application Penetration Testing
 Wireless Network Penetration Testing
 IoT and Internet-Aware Device Testing
 Social Engineering Penetration Testing
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Timeline

• The following is an indicative timeline for VAPT (Blackbox Testing). The timelines for 
exploitation and data analysis may vary depending on the complexity of operations.

Discovery Exploitation Data Analysis Report

1 WEEK 1 WEEK 2 WEEK 1 WEEK
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Deliverables

Reports:

• Pen Test Report Summary (For external consumption) - PDF
• Detailed Technical Report (For internal consumption) - PDF
• Remediated Results Summary ( For internal/external consumption) - PowerPoint
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Deliverables
Report Format:

A. Introduction
• Objectives of the assignment 
• Scope of the assignment 
• Standards, methods and tools used
• Timeline of the assignment

B. Management Summary 

• High-level findings 
• High-level recommendations 
• Graphical summary
 
C. Technical Report 
• This section will contain vulnerabilities exploited with recommendations 
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CALL US
866-276 8309

EMAIL
info@databrackets.com

LOCATION
150, Cornerstone 

Dr. Cary,  NC

SOCIAL
LinkedIn
Instagram
Facebook
Twitter

YouTube

Stay Connected With Us

mailto:https://twitter.com/databrackets
mailto:https://www.youtube.com/channel/UC6uZPgPHUCk-2I5NC95BQ-w/about
mailto:https://www.linkedin.com/company/databrackets
mailto:https://www.facebook.com/databrackets
mailto:https://www.instagram.com/databrackets1/

	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15

